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Abstract
The Semantic Web is currently best known for adding metadata to web pages to allow computers to 'understand' what they 
contain. This idea has been applied to people by the Friend of a Friend project which builds up a network of who people 
know through their descriptions placed on web pages in RDF. It is here proposed to use RDF to describe a person and to 
have their RDF document follow them around the Internet. The proposed technique, dubbed Semantic Cookies, will be 
implemented by storing a user's RDF in a cookie on their own computer through the browser. This paper considers the 
concept of Semantic Cookies and investigates how far existing technology can be pushed to accommodate the idea. 
1  Introduction
The current effort behind the Semantic Web (SW) is to add computer-readable information to web documents. However, 
the SW is not limited to describing documents. The Friend of a Friend (FoaF) project[1] is an example of describing 
personal information using the semantic markup language RDF[2]. It aims to provide a network of information about 
people and the way they are related to each other. RDF is a computer readable format in that a software agent can read in an 
RDF document and also make inferences based on the information contained in the document and in other sources of RDF 
referenced. 
Almost all web sites that offer some interactive service store information about the people who use them. This data must be 
gathered during a registration process that can become repetitive for a person having previously registered for other sites. It 
is also difficult to keep the data up to date when person's circumstances change. Once a person is registered with a website 
cookies are used to match a computer with a user. 
This report proposes the marrying of the Semantic Web with cookie technology to provide Semantic Cookies (SC). An 
example system has been created as a proof of concept, exploring how far existing technology can be pushed to provide this 
new technique. 
The report will begin with a discussion of the motivations for semantic cookies and a brief background of similar 
technologies. The FoaF project will be described, showing how RDF can be used to describe people. Current cookie 
technology will be explained also noting limitations. Other existing methods of providing more enhanced user data will also 
be covered. Next, the proposed SCs will be described, stating what they will provide with advantages and limitations of 
using cookies. Some example applications will be mentioned, showing the varied scope for SCs. The report will finish with 
the observations and conclusions drawn from the implementation including what would be required in future technology to 
improve the viability of SCs. 
2  Background
2.1  Friend of a Friend (FoaF)
The FoaF project is an application of semantic web technologies aiming to describe people and the links between them. 
Fundamentally, a person has an RDF fragment describing themselves which is stored in XML format and hosted 
somewhere on the internet where other RDF documents may use its URI to reference the person. Listing 1 shows a very 
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their own information. 
2.2  Plain Cookies
A cookie is a small item of data placed on a client's computer during an HTTP interaction with a server as a result of a 
response [3]. 
Cookies were initially intended to create stateful sessions over several HTTP requests/responses. In design of the cookie 
mechanism, it was assumed that sessions would be relatively short lived and would only involve the client and a specific 
website. The specification for cookies states that user agents implementing cookie support should provide at least 4096 
bytes per cookie, although session-based servers using cookies should strive to keep cookie size as small as possible. Due to 
this it is not possible to assume a user agent will be able to handle a cookie larger than 4 KB. 
The most common use for cookies is store a session identifier for which a server can use to maintain a session with a client 
over a short period of time. However, cookies are also used for storing other information with a longer lifespan such as user 
names and site specific preferences. 
As part of the intended design, cookies can only be accessed and manipulated by the server that created them. There are 
several reasons for this. Firstly, each cookie contains a URL specified at the time of creation and for each HTTP request 
that matches the URL the cookie is sent along with the request. As the vast majority of servers make use of cookies then 
there would be a huge amount of extra data sent over the Internet if all cookies were to be sent with all requests. Secondly, 
many sites use cookies to reduce the amount of information a user need provide to a server and if made publicly available 
could pose a security risk. For example, Amazon has a mechanism called '1-Click ordering'[4] where a user can store their 
payment details and need only be logged in (i.e. have a cookie with Amazon's session ID) to be able to click one button 
which purchases the item currently being displayed. 
The data in cookies is held in arbitrary name value pairs with no semantic meaning. There may be a cookie with a name of 
`surname', but the value could mean anything, not necessarily the family name of the person using the computer. Therefore 
the values in cookies only bear meaning within the context of the domain that issued it. A standard naming convention 
could be applied so that all cookies with the same name had the same semantic meaning, but this would be completely 
impractical due to the nature of the Internet. 
2.3  XML Cookies
Microsoft have introduced a form of XML cookies into their Internet Explorer browser under DHTML behaviors[5]. They 
are effectively a form of client-side only cookies, i.e. they can only be accessed through client-side scripts running in the 
browser. They are used for storing the state of a form and any other user data in an XML format. There are similar restraints 
to cookies, in that size is limited to per document (128KB) and per domain (1024KB). 
2.4  Wallets
The term wallet, in the context of browser technology, broadly refers to a software agent that manages personal data on 
behalf of a user. A wallet can either be server-side or client-side. With a server-side wallet, all of the user's personal 
information is kept on a central server that the user can direct a website to if it requires information from the user. A client-
side wallet operates on the user's own machine and interacts directly without the need for a third party server. 
Generally, server-side wallets are used for financial transactions, storing a shipping/billing address and either the user's 
credit card information, or some kind of electronic money. Two examples of server-side wallets are the MSN Wallet[6] and 
PayPal[7]. The main advantage of a server-side wallet is that there is no need for any software to be installed on a client 
machine, i.e. only a browser is needed to be able to use the service. However, the user is required to tell any website that 
requires the information about the location of the wallet service. Also, there is usually some charge, either to the user or the 
website for using the service. 
There is much more scope for the operation of client-side wallets. Current trends show them to be evolving into general 
stores of personal information for filling in HTML forms. For example, the browsers such as Mozilla have a wallet built in
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Figure 1: Retrieving RDF from a user's cookie
The RDF authority must be used again when the website wants to either create a new semantic cookie, or update an existing 
one. This is a similar process to receiving the cookie and is shown in Fig. 2. As the response for a request from the user's 
client, the website returns the RDF as part of a hidden form field. The action for the form is to post to the RDF authority 
which responds with the RDF in a cookie header along with a redirect to a specified page on the 3rd party website. Again, 
the form page contains automatic form submission code to reduce the number of clicks for the user. 
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things) their personal email address, a delivery address as their home and perhaps their music listening tastes. The work 
context would have work email address, the delivery address would be their place of work, and perhaps a link to their 
position in a company organisation chart. This could be performed by simply having the two different contexts on the user's 
home and work computer, however, a laptop or PDA may be used at home and at work and would need to be able to change 
context depending on how it was being used. To accomplish this the user would visit the persistence store, save their 
current context (probably not making it publicly visible) and select one of their other registered contexts. 
5.3  RDF Editor
The user's RDF is stored locally and can be edited using a text editor or some other RDF tool. However, the majority of 
Internet user's would not have the ability, or inclination, to edit RDF themselves. A useful service would be for a website to 
provide a simple means to view and edit the information in a user's semantic cookie. The user would visit the website where 
they would be able to browse the contents of their RDF fragments and edit any information that had changed or add new 
information. The website could offer a wizard to update or add common ontologies to the user's RDF. 
6  Observations & Conclusion
A working system has been implemented where a user can visit a website which can gain access to a cookie containing an 
RDF document. The RDF retrieved from the user can be inserted into a 3store which can be queried and updated. A new 
RDF document can be extracted from the 3store and used to replace a user's existing cookie. 
The process of implementing a semantic cookie solution has highlighted many issues that would need to be addressed by a 
full prototype system. 
6.1  Security
Security is very important when dealing with personal data and access to a user's semantic cookie should be controlled. 
There are no actual security procedures set in place in the current implementation as it is a proof of concept and the 
infrastructure is capable of providing access control. 
With the current method of retrieving and updating user cookies the RDF authority would handle access control as it is the 
central point in the system. The user would specify in their RDF a security policy which stated the access rights to the RDF 
for different domains. Any access to the cookie must come via a request from the client to the RDF authority web server, in 
which case the RDF authority will always receive the user's RDF fragments before a 3rd party has had a chance to change 
it. The request from the client would always contain the address of the requesting website to allow the RDF authority to 
make access decisions. 
Public key cryptography would be used as part of the cookie delivery mechanism to avoid eavesdropping and spoofing. 
When a user's RDF is requested the RDF authority would encrypt it using the website's public key. This stops spoofing as 
the website would be unable to decrypt the RDF. When attempting to update a user's cookie the website would encrypt the 
RDF with the public key of the RDF authority and sign it with their private key. This stops eavesdroppers and allows the 
RDF authority to confirm the RDF update request came from the specified website. 
6.2  Cookie Size
As mentioned above in Section 5.2 for large RDF fragments a persistence store could be used and the cookie would just 
hold the URI for the store. A simpler intermediate approach would be to compress the RDF that is stored in the cookie. The 
easiest place to provide for this would be in the RDF authority as it reduces the complexity required for a 3rd party website 
to be able to use semantic cookies. 
6.3  Understanding Ontologies
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